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2. Cyber Bypass
Further, simply blocking or removing such artifacts is to-
tally ineffective in stopping attackers. This kind of artifact 
detection and cleanup is at best a minor inconvenience 
to the attacker. At worst (and unfortunately in most 
cases), it provides IT with a false sense of security that 
attackers exploit to continue to work towards their goals. 
Since the attacks are human-run, if a particular operation 
is ineffective or thwarted, the attacker can simply modify 
the tool or access another compromised host in order to 
continue right where they left off.

1. Quality Of Breach Indicators
While an attacker may occasionally make a misstep 
whereby traditional security tools may identify a tech-
nical artifact involved in the attack (e.g., malware code 
or malicious domain), these signals are very weak. It is 
nearly impossible to distinguish between a malware or 
domain detection associated with a severe and active 
attack, and the hundreds to thousands of such alerts 
that most organizations see a day that correspond with 
less risky opportunistic attacks and infections.

Figure 1: Quality of Breach Indicators Figure 2: Cyber Bypass
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This report investigates two real cases of advanced attacks and their successful detection to reveal a deep 
understanding of the actions (and reactions) of advanced attackers to explore both their techniques as 
well as the mechanisms that can be used to uncover them.

In particular, this bulletin answers the question: Can an active 
data breach be detected before real damage can occur?
LightCyber employs an active breach detection solution that combines network and endpoint context to perform behavioral 
profiling to learn what is normal in an environment, and thereby reveal anomalous attacker behavior, whether perpetrated by 
an insider or external actor. LightCyber automatically creates a low volume of high-confidence breach indicators. The two cases 
examined reflect the most serious and most difficult to detect types of attack: a technically competent malicious insider, and a 
state-sponsored actor.

In these case studies, three very similar and critical observations can be made:
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3. Range of Context
True attack detection and effective mitigation or remediation requires the broadest context possible. As mentioned, it is insufficient 
to identify an artifact in isolation. Instead, organizations must be able to identify (as quickly and automatically as possible), all the 
behaviors associated with an attack, and thus thoroughly root the attacker out of the environment at once and effectively. This kind 
of broad visibility and effective action was uniquely enabled by the context across network and endpoint that LightCyber Magna™ 
ingests, and the accurate detection it provides through the use of Multivariate Attack Detection™ (MAD).

First Account
State-Sponsored Attack at Manufacturing Company

Attack Scenario
This is a real data breach involving a company where the 
breach had been ongoing and undiscovered long before 
LightCyber Magna was deployed. A manufacturing com-
pany was apparently being victimized by ongoing theft 
of intellectual property. They had no idea such theft was 
happening.

As is often the case, the mechanism of initial intrusion 
was not clear (especially since it occurred 18 months 
prior to the actual detection), but a sophisticated attacker 
implanted custom malware on eight machines associat-
ed with executives and engineering leadership. Clearly 
this was a highly targeted attack designed for performing 
continual data theft. 11 Months into the attack (but still 
eight months prior to 
effective detection), the 
malware was identified 
by anti-virus software and 
removed. The attackers, 
however, were barely 
inconvenienced. By that 
point, they had stolen 
credentials and multiple 
mechanisms were available to restore access. The attacker 
quickly crafted a new variant and re-implanted it. That 
malware remained in place for eight additional months, 
until LightCyber Magna was deployed on the network. 

Uncovering the Breach
During the course of the evaluation of Magna, the system 
identified anomalous lateral movement patterns utilizing 
Remote Procedure Calls (RPC). The malware in question 

was quickly identified based on the 
low prevalence in the network as 
well as the associated source of the 
detected anomalous RPC traffic. 
Threat intelligence was not used 
as the primary detection method, 
nor could it since it was a targeted 
attack. With this information, the 
organization was able to obtain the 
intelligence that was needed to re-

spond immediately: the specific attack behaviors observed, 
as well as the source host generating this behavior. 

A manufacturing company was apparently 
being victimized by ongoing theft of 
intellectual property. They had no idea such 
theft was happening.

Figure 3: Range of Context

Figure 4: Attack Scenario
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Remediation
Magna identified anomalous network activity and 
anomalous RPC calls indicating lateral movement of an 
attacker. Further endpoint interrogation verified 
associated activity on the host computers. By assessing all 
of these inputs within a single detection domain, the 
technician using Magna was alerted to a highly probably 
breach and given specific investigative data associated to 
the breach behaviors and source. This provided an 
understanding of the criticality of the situation and the 
determination that there was already a broad active data 
breach in progress. This enabled the organization to 
perform comprehensive incident response and thus flush 
the attacker out rather than taking ineffective partial 
measures, such as malware removal, that only temporarily 
hindered the operation. 

Second Account
Insider Attack at a 
Media Company

Attack Scenario
A rogue employee decided to access and infect numerous 
machines with the intent of stealing data. This attack had 
been ongoing for three months prior to the LightCyber 
Magna deployment.

The employee created a custom variant of the DarkComet 
Trojan, which includes the ability for host keylogging and 
sound, screen and webcam captures, and began to deploy 
it on various hosts throughout the company network. The 
rogue employee most likely used physical access means, 
such as a USB or through keyboard access and a direct 
download. This person attempted to install the trojan on 
49 machines, but successfully infected eight. The employ-
ee then used DynDNS to establish a unique domain as the 
Command & Control (C&C) server to manage the infected 
hosts and steal data. 

Over a period of weeks, the employee utilized the C&C 
channel to syphon data off the network from each 
infected host. During this period, IT noticed traffic to the 
malicious C&C domain and blocked it. The employee then 
simply reconfigured the trojan to use a new domain and 
continued the attack.

Uncovering the Breach
Later, the company became interested in trying LightCy-
ber Magna. During the evaluation period, as the profiling 
took place and the Magna attack detectors came online, 
LightCyber was able to quickly identify all portions of this 
ongoing insider attack:

Oh, I’ve found
Malware

Oh, I’m being
breached!

Fast, Accurate Detection Depends
on Breadth and Quality of Inputs

the broader the context 
the better the ability to 
detect an active breach

All these detections were made possible through au-
tomated processes that learned the normal behavior 
and parameters of users and hosts on the network, and 
identified as anomalous factors (this despite the fact that 
the malware was undetectable by the anti-virus technolo-
gies deployed onsite). Magna is able to detect pre-existing 
attacker activity because it has the intelligence to look for 
peer-based anomalies (not only temporal ones), and thus 
will not learn or treat as normal malicious activity that is 
present at the time of install.

Remediation
In this specific scenario, remediation was simplified based 
on the fact that the C&C server was established on the 
employee’s home router. Once IT transitioned from simply 
blocking the domain (ineffective) to understanding the 
entirety of the attack and investigating the automatically 
provided details in Magna, it was trivial to discover the 
employees identify and take appropriate action.

Figure 5: Uncovering the Breach

1. Anomalous C&C traffic uncovered.

2. Anomalous data exfiltration uncovered.

3. Anomalous executables (the DarkComet  
malware variant) uncovered.
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About LightCyber

LightCyber is a leading provider of Active Breach Detection solutions that accurately detect active 
cyber attacks that have circumvented traditional threat prevention systems. The LightCyber Magna 
platform is the first security product to simultaneously profile both network traffic and endpoint state 
in order to accurately detect compromised user accounts and devices early in the attack lifecycle, 
and to enable security operators to remediate breaches and stop attacks before real damage is 
done. Founded in 2011 and led by world-class cyber security experts, the company’s products have 
been successfully deployed by top-tier customers around the world in the financial, legal, telecom, 
government, media and technology sectors.
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