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Managed Services Overview

Managed services in today’'s world are vastly more c¢o0mg
applications for large, small enterprise corporations and public/private sector services now exist and are rapidly
expanding at exponential rate Complexity around cloud and hosting services with virtualization, and more recently

the introduction of SDN (Software Defined Networking), makes it even more difficult to manage and understand exactly
how these environments are performing and operating.

The legacy way of managing these environments was to stack up individual framework management systems that
performed specific functions, for example, performance management, node managestenthis approach is not only

costly from a multiple elementaftware license requirement, but also requires separate hardware for each element
framework management function thus increasing annual platform and license annuity maintenance support costs. The
multi-element framework management approach can also suffemfa number of operational issues, for example;
unsynchronized delta times around service events and alarms thus making troubleshooting almost impossible to
pinpoint root cause, or more importantly never actually knowing what occurred due to the lackntfot and
functionality around the envanments being managed. Managed Services/iders that take this approach invariably,

never provision a fully integrated framework of functional technology because it is costly to procure, proaigion
operate. What they do not foresee though is that their profit margins will erode due to the lack of control around the
services they are managing, as they will continually breach contractual SLAs that will incur service credits that will erode
profit margins and morémportantly loose customer credibility and customer retention.

StableNet - provided by Infosim - is a Unified Management Framework , that means
it Is a single management platform with an integrated suite of infrastructure
management functionality that provides the control and governance required for
assurance of End-to-End networks and hosting environments. For the first time ever,
Man aged Services Providers can procure and provision a single management tool
that will maximize their revenues, provide their customers with a differentiated
service experience, significantly reduce SLA breaches that incur service credits, and

more important ly maximize customer retention.

For ManagedService Poviders today it is not just about o af
cost, it is about proving and demonstrating that you have o Gor Busmss»ws Fince !icmg; .
grip that encompasses cus.Lmuc.merEdum.ca umwor,\u - chiadd sting

environments, prove and demonstrate how you DIGITAL RETAILERS
management systems visualize service operation, controi

govern, reduce threats through vulnerability anc FASIVAL SEUVSEs

compliance management, and maintain consiste o

high-levels of service availability. These functions are k = e e
ingredients for maintaining sustained levels of service =

Figurel. SimplifiedViewof the Digital EcoSystern

wayshs uswebeuey payiun @IBNSIGeIS
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1. Managed Services

A ManagedServicesProvider (MSP) manages and assumesponsibility for providing a defined set of services to its
clients. Most MSPs bill an upfront setup or transition fee and againg flat or neaffixed monthly fee, which benefits
clients by providing them with predictable IT support costs. MSPs tijpicse Vendor Management Systems (VMS) as
software tooling to provide transparency and efficiereyalong with detailed metrics to the userrelated to every
aspect of the services being managed.

1.1 Historic View of Managed Services

Networked ManagedServices (NMS) historically focused on the operation of two primary services, that being data
services and voice services. Traditionaljide Area Mtwork (WAN) services were the most typical data outsourced
managed service offering although, Local Aregtwbrks (LANS), whilst being more under the control of the customer,
were beginning to be outsourced as partasf overall WAN/LAN combined managed service, or as separate WAN/LAN
services. Management of the services tended to focus on performance antbtppBAG (Red, Amber, Green) status
monitoring only. The second most common service type was voice services, which were traditiohalsB&Xoie
solutions managed with vendepecific management tools. Both service offerings were sold and managediuradiyi

and the differentiation between MSPs was typically more focused on cost.

12¢2RFeQ& alyl 3SR {SNOBAOSa [V
The evolution and landscape of managed services today is very different. Converged networking has seen an explosion
of services and applicains that will all reside ofnfrastructures that are intezonnected within private and public
networks. If you look at the Entb-End communication delivery path of an application or service, for example, email,

then, whilst you may not consider email be necessarily a missiamitical app, it is still a necessity to your business

and should therefore be managed in a way whereby you can ascertain the performanceparatian of the
infrastructure.

Management of the Entb-End infrastructure of all buséss services is a prerequisite in the assurance of sustained
consistent levels of service availability and service experience.

1.3 Customer Requirements

MSP customer requirements have changed. Market trends see more and more customers demanding 24idhaperat
SLAs for both network and application servicBsisiness enablement, BusindgssBusiness (B2B) integration is a
requirement for partner interworking. Services to be managed proactively and not just reported upon, greater visibility
and service transarency for yotseewhat-we-see service operation. Control andngpliance to achieve less change
induced incidents, singlpaneof-glass dashboards and seHrvice portals are now what customers demand and
expect.

At the same time the service provider hagernal drivers that are demanding they deliver a greater service experience
that provides more functionality, integration, automation, faster customer responses with a
first-time-contactfirst-time-fix improvements that meet contractual SLAs, realizéustions in CAPEX and OPEX and
differentiate thdr service portfolios into dealinning propositions.
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1.4 Management Capability Analysis

MSPs have management tools in place today for performing a number of functional tasks around the contractual
monitoring of the services they provision and operate for their customers. For tooling improvement to be successful
you should kicloff a process whereby you start the audit analysis of your entire toolset to determine the following:

Identify all vendorsdoling in operation

Identify exactly what functional task each tool is providing, and to where each tools capabilities extend.
How each tool is provisioned including hardware requirements.

Cost of licenses used on a customer managed service solution.

Annual cost of hardware support.

Annual cost of software license maintenance support.

Operational support costs for each tool.

Benefits that each tool brings to your managed service solution.

=A =4 =4 =4 -4 4 -4 -4 -4

Does the identified toolingniuse provide the expected E#d-End nanagement requirements? Identify any gaps
in your management servig®oling portfolio.

91 Identify where service credits have been invoked and total service credit cost to date.
91 Does the tooling in place today complement your roadmap strategy of tomorrow?

Esentially when you look into the cost of procuring and operating what you have in place today, ask yourself the
question; is it fit for purpose? Does it police my SLAs, does it differentiate, or more importantly, can it differentiate my
managed service ptplio whereby | can offer customers a proven sustained high availability and service performance
experience with greater upsell functionality that increases customer réengend attracts new customers?

The following Gartner maturity model will assistuyin determining where your tooling resides today and whether it
fits the objectives of where your roadmap dictates you want to be in the future.

so e Policy-Based
. c
Virtualized Services. opm;'nbn
- anag fo meet SLAS
. Centralized Standard o oler ooled u
Basic Infrastructure resources, £
Uncoordinated centralization configurations Service- Business
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Figure2. TheGartnerMaturity Model
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1.5 The Challenge for MSPs and CSPs

Thechallenge for MSPs (Managed Service Providers) and CSPs (Communication Service Providers) for providing a better
customer service experience can effectively be broken down into four areas:

1. Identify what the benefits are to the customey For example: demostrating how your tooling reduces the threat
of service affecting incidents through greater visibility and control around configuration change management, and
how compliance policing on critical areas of the network reduces mean time to resolution. Deatertsiw your
service operation is transparent to your customers through service experience visibility portals.

2. Customer retentiorg, Demonstrate how your managed service tools provides greater control around your service
operation by providing enriched magement functional cagality that spans multiple Entb-End services,
provides customecentric service dashboards that creates greater proactive management through wider visibility.

3. Operational kenefits ¢ There is always a challenge in the operation afmaged services to balance operational
costs whilst maintaining high levels of service assurance. Being smart about the tooling that is provisioned in terms
of both cost and functionality is the key driver in the success of your customer experience amitgbretEmploying
tools that have great functional capabilities with the ability to enable automation foshsaf and triage will bring
greater benefits to your operations and naturally drive a proactive culture.

4. Differentiation ¢ Ensure the tooling yoprovision is capable of integrating with customers toolifay example:
B2B or troubleticketing etc. Flexible dashboarding capability allows you to create your own differentiittough
provisioning customespecific views that enalbdeempowerment andenhances customer confidence through
service transparency.

1.6 Meeting the Challenge

The challenge for MSPs/CSPs is in the identification of the towers of technology required for the infrastructure
management of customé& managed networks. Each identifigower of technology needs to have a suite of
functionality that enriches the towers capabilities and has a flexible integration interface for both feeding and extracting
specific data source.

1.7 Network Management

FAULT
Network management iS a term many peopl Node, Topology Event, and Alarm Management
associate with visualization of the wide and loc
. . RCA

area network topologies. It is of course so muc WAN Topology entand Root Cause &

. . . HAN <> LA <> ECU <> [ Visualization
more than just a pretty picture. Managing a networ LN Layer-3 Conrelation Topact emlnic o
should take into considation allentities in the End e e

to-End communication delivery path of a give
network, or indeed service. Infrastructure hostin
LAN interconnectivity at both layer 2 and 3 t
WAN/MAN handoff to endiser delivery all need
managing from a network management perspiee.
Visualization of the Entb-End paths is essential,
and understanding the operational node status .
each component along the communication deliver -
path for system events or alarming is of equ
importance. Being able to pinpoint the root cause of awwk failure, or service degradation, in a fast, accurated
timely manner is paramount to maintaining consistent high levels of service assurance.

Figure3. Fault¢ Node, Topology Event and AlarmManagement
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1.8 Network Configuration and Change Management

A network configuration and change management systel0O3a suite of Perl scripts some smart engineer has coupled
together that backs up the configuration of a
customets network on a daily basis. This
approach is not only dated, but is riddlesith
risks around continued support and operation.
NCCM is a key functionality around the control

<> <> <> <> and governance of the network node
configuration that resides on all ofthe
components delivering Enib-End network
services. Having the ability to autbsover the
oAkt inventoryof a given network in a vendagnostic
way in order that you can collect key vendor
component data is a prerequisite for an NCCM
asset discovery inventory system.

7

SEEpREEiRits
Figure4. Network Configuratiorand ChangeManagemant

NCCM capabilities shouldterd beyond the vendeagnosticasset discover function to include configuration backup
and restoration functionality, configuration, policy complianead governance with alarm and event notification for
tracking both authorized and neauthorized configuration changes.

Configuration policy complice and governance policing will drive highels of service availability through the
knowledge of knowing what has been changed, where, or on what components has the change been made to, and who
made the change, provides the control around the custdseetworks required to police and maintain contractual
service levels.

1.9 Lifeg/cle Management

Lifecycle management in any environmer

is critical to maintaining a consistent leve LIFECYCLE
of operation and performance however, ir Lifecycle Management
a managed services environment it i

critical that you firstly, know the status of —

5 2 Vulnerabili Patch
the managed components from & oot R miorie g sevie D ol 4 |l
hardware and software inventory

viewpoint for EOL (Endf-Life) EOS
(Endof-Sale) and EOS!
(Endof-ServiceSupport) ~ status, and = peirimeschinse
secondly, thatyou mitigate vulnerabilities

~ N

customn e

announced by vendors in the - x'éﬁi &g
X . N -0E| &
configuration or software o/s elements to =

police security risks and maintain the

levels of support required in the managini Figures. LifegcleManagemen
of customers networks. An MSP/CSP does

not want to be paying service créslion a failed network component that has gone Hriid.ife and is now unsupportable
from a hardware or software replacement/support viewpoint.

That is why | ifecycle management is another key ingre:f
customer retention, and maximization of profit margins. Lifecycle management systems must integrate with the CMDB,
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or asset inventory database, in order that accuratetoglate reporting can be visualized. Autiiscovered dynamic
asset management CMDBg<isicial in maintaining accuracy around the inventory database.

1.10Performance Management

Performance management has always been a prerequisite for any managed services environment but enriched

capabilities available today mean that the investments iratggsystems need to be4eoked at as they are no longer

fit for purpose in most cases from a customer’
Network and availability  performance
measurements now need to be overlaid with
PERFORMANCE contractual SLA metrics that report and alarm
Performance Management . .
when thresholds are being breached, capacity
utilization  performance indicators  with
Network and Utilization SLA Event Analytics . g . . - .
Sevice DI <« — PES predictive capacity planning functionality that
Availability Capacity KPI Alarm Reporting . . .
allows a capacity management team to visualize
when capacity thresholds wilke breached in the
~

Vendor-Agnostic Architecture Support
(Routers, Switching, Appli walls

Figure6. LifecycleManagement

future based upon historic trending information

allowing teams the time to mitigate future

performance isues before they become service

affecting. Enhanced application performance
with the use of IPSLA, application awareness
and usagevia Netflow, and media scripting with

enriched analytics and reéime reporting.

1.11Technology Towers of Integrated Functionality

The four towers of infrastructre management technology are:

1. Fault Management

2. Network Configuration and
Change Management

3. Lifecycle Management
4. Performance Management

Each key function should have |
suite of integrated functionality
that complements its technology

tower; all of the towers of
technology should be fully
integrated so that functional

correlation between alltowers,
and accuracy around the usage ¢
the same delta time are fully
synchronized.

The difficulty now comes in
selecting the right tools for the right

©2017 Infosin®
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towers of technology as firstly, ensugrhey have the correct functionality within each tool is of key importance, and
secondly ensuring the tool selected also has the capability to integrate fully with the other technology towers.

This is where StableNet® is unique because it has been ddsigdearchitected from the ground up to incorporate all

of the above towers of technology in a single unified management product that makes it a compelling proposition for
both MSPs and CSPs alike dudtsoenriched capabilities, cosfffective platform botprint, lean operating support
model, and flexible deployment options.

1.12Creating a Differentiated Service

Many organizations face existing IT systems that are unable to deliver orrahsfdrmation agendas that their
businesses require. Large smdl to mediumsize conpanies are looking to trusted dhagedService RPoviders to
address a range of issues around increas#itiency, cost reduction, CARreduction, with improved service levels
and reduced risks.

These services typically include eventlalarm, patch management, proactive problem prevention, performance and
configuration management with responsibilities for preventing service downtime and improving IT performance, as
measured by contractual service level agreements.

To differentiate you service portfolioyou need to look to extending beyond the mutndor element management

towers of functiorality. Full control of the Entb-End infrastructure that includes storage, servers, networks, desktop
devices, security systems, mobility, atethnical service desk support cannot be delickie an effective, timely,
costefficientway by operating mukvendor Operational SupportyStem (OSS) platforms. A huge percent of IT budgets

go on maintaining the existing infrastructure and thereforedot di f f erenti ate any busine
just the same status quo.

Organizations are looking for Managed Servioeviders offering differentiation that demonstras controlled policy

based Endo-End infrastructure management with improvescurity monitoring, which is rich in compliance and
governance, provides greater service visibility, proactivity, resilient, flexibility, and more importantly scalable in order
to adapt to today's fast changing business conditions.

StableNet® is a UnitieManagenent

tool that differentiates a Managed
Service Povi der ' s ome
through its extensive Entb-End

infrastructure management
capabilities, resiliency, scalability T
flexibility for integration, service
visualization, and cost efficiencies
StableNet® addresses the challenge S e
organizaions look for when

selecting a Managed Service

service views

Data Feed and Collection

Provider: Complete End-2-End Control and Visibility

HOSTNGDATACENTER cusromen siTe

Figure8. TheDifferentiatedFramework
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Proactive Service ManagementAchieved hrough the StableNet® uniqgue Ra@auseAnalysis (RCA) technology

that naturally has a proactive break/fix emphasis that focuses on problem prevention and rapid remediation

through selfheal action scripting and triage.

ITI®Alignment— A key to achieving sustained hitgvels of IT infrastructure service availabilitgdsoptimize IT

management. ITiRbest practices encompass problem, incident, event, change, configuration, lifecycle, inventory,

capacity, performance managemerdnd reporting. StableNet® not only fully aligns to all@Tést practice
standards, it isa unified management system that encapsulates all of theRib#ist practice IT infrastructure

functional capabilities making it a compelling proposition for MSPs and CSPs as it enables rapid transitioning from

in-house to provider management with lesskiigireater control, and cost efficiency.

Consolidated Service VisibilityConsistent service visibility that provides consolidated views of each service being

managed by the service provider. StableNet® provides visibility into the health and perforofaeaeh service
being managed through the use of servileatherMaps. The service visibilityeatherMaps can then be accessed

by service teams or specific individuals focused on understanding the performance/customer experience of each

service.Consolidated correlated views of service performance and experience can be provided at executive and

customer levels for greater transparency and proactive awareness purposes.

Multi-vendor Support— Today ' s I' T infrastructures are typical
multi-vendor hardware, software, and networking products. For a service provider this can represent a huge

challenge in terms of tooling resource and cost efficiencies. &ti® solves these challenges with muéndor
support and unified capabilities thus addressing the cost efficiency and -wawitlor tooling resource
requirements.

M g Q O @ @ '“\\ diy B

Customer Services ---—-—a-a- Geo
SERVICE: WAN mpact

fwosm  INSTRUMENTATION LAYER -

;‘ mi“loi‘.‘;- mlJ." |m BCE-

excrvPion

"
sanoATaBASE) sy

g-‘

Figure9. FlexibleCustomizabl€reativeDashboarding

©2017 Infosin® SN_SB-MS_PMO001

y



10

1 Performancebased SLAs Performance management clearly rests with the service proviiea service provider
you will be responsible for meeting your contractual service level commitments. SLA commitments are usually
backed up with financial penalties or other service credit recompense if the service levels are not met. Service
providers atarly do not want to be in a position whereby penalties are invoked as this erodes margins, destroys
credibility, and makes customer retention more difficult. The performance management capability of StableNet®
has a very powerful SLA management and repgrfeature that is closely integrated with the event and alarm
capability to alert the service provider to potential future capacity issues, or SLA threshold breaches, so as to
remediate and take action before service level agreements are breached, tisusieg the customer is proactively
notified of potential future bottlenecks, or capacity/performance issues with adequate timescales for controlled
timely changes to the infrastructure thus mitigating risk and accurately planning structured upgrades.

1 Senice Solution Focused Many organizations are finding that service fragmentation is occurring due to having
multiple service providers. They are finding this approach is batipéex and costly, creates siloadeas of service
infrastructure, and hinders d@ility in making change due to the inflexibility of the environment. In order to
differentiate and preserve your future flexibility service providers should start to employ infrastructure
management tools that can manage areas of service whereby the tinfcasre tooling can be extended, so as to
create the necessary visibility customers are now demanding. StableNet® has been designed for exactly this kind of
requirement. Through the use of its flexible agent technology extending the reaches of thesemtiiee to isualize
the Endto-End infrastructure performance can be realized. StableNet® truly differentiates and compliments a
service provider’s managed service, its flexibility
serviceexperience that enhances service provider customer relationships, drives greateradalumusiness, and
maximizes customer retention.

Managed Service P rovider s need fo look at strategic partnering and sourcing
relationships that can assist them with the necessary innovation and transformation
alignment of the business strategy. The extensive R&D of  StableNet - is also a key
attribute in assisting service provide rs and customers with access to the necessary
expertise, assets , and resources to enable and help you develop new business models

and market expansion. The Infosim - customer relationship management enables

agile flexibility in the development requirements of our customers and partners.
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2. StableNet® Unified Network Management
The Intelligent Way to Manage

StableNet@s a 3rd Generation(3G)Unified Network ManagementSystem .t is built on ServiceOrientated Architect
(SOARNd hasa flexibleintegration suite of APIsthat allow serviceprovidersto build and architectcompellingservice
managementpropositionsthat differentiate their serviceportfolios and provide peace of mind on the assurance,
governanceand protection of customercontracted SLAsSenice providersusing StableNet®oday haverealizedthe

following benefits:

Proven differentiator & winning premium customer bids

Enables Complete IT8IService Alignment across the organization

Provides complete infrastructure managent control and cet efficiency

Greater @istomer visibility through the @rtal dashboards

Builds greater customer confidence of the service being managed througfraxgmented reporting

> Service Availability = <r@ee Credits & Happy Customers

Reduced no of calls famformation & service requests to the service desks

Assists with contract resigns

Has proverup-sell capabilities in additional functionality

Builds true proactivity through wider visibility

Customer feels more empowered & in greater control througibility & functionality

=A =4 =4 =4 4 -4 -4 -4 -4 -4 -4 -

Creates a better working relationship for our customers and their peers

Northbound Portal CRM Inventory =~ REST API
INTEGRATION LAYER
StableNet® Server
A
Rich Client B ou 2 -
Activation & | Fault & Performance &
Provisioning | Impact Planning w
Web Client B o 2 <>
b Inventory & | Reporting & w
z i CMDB Visualization
Mobile App K g= 2 MariaDB
PROCESSING LAYER

—
INSTRUMENTATION LAYER

FigurelO. StableNet@rchitectureFramework
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2.1 About Infosim®

Infosin®is a leadingmanufacturerof automated ServiceFulfillmentand ServiceAssurancesolutionsfor Telccs, ISPs,
ManagedServiceProvidersand Corporationsinfosin®developsand marketsStableNet®the leadingunified software
solution for Fault, Performance and ConfigurationManagement.StableNet®s availablein two versions:Telco (for

TelecomOperatorsand ISPs)and Enterprise(for IT and ManagedServiceProviders).StableNet®s a singleplatform

unified managementsolution designedto addresstoday’smany operational and technical challengesof managing
distributedand misson-critical ITinfrastructures.

2.2 About StableNet®

StableNet@Telcois a comprehensivaunified managemat solution; offeringsinclude: Quadplay, mobile, high-speed
Internet, VolP(IPT JPCC)IPTVacrossCarrierEthernet,Metro Ethernet, MPLSL2/L3VPNsmulti-customerVRFsCloud
and FTTenvironmentsIPv4andIPv6are fully supported.

StableNet®Enterpriseis an advanced,unified and scalablenetwork management solution for true Endto-End
managemenif mediumto large scalemissioncritical IT supportednetworkswith enricheddashboardsand detailed
serviceviewsfocusedon both network and applicationservices.

StableNet@s a 3rd Generationhighly-automatedNetwork ManagementSystem.Thekey differentiation of StableNet®
to other legacytype OperationalSupportSystemgOSSisthat StableNet@s a unified OSS$ystemwith three integrated
functionalitiesthat focuson Configuration Fault and PerformanceManagementwith automatedRootCauseAnalysis
(RCA)SableNet®canbe deployedon a multi-tenant, multi-customer or dedicaed platform and canbe operatedin a
highlydynamicflex-computeenvironment.

2.3 Infosim®Total Quality Management

StableNet®is a Total Quality Managanent solution that enables Endto-End automated ServiceFulfillment and
Assurancewith flexible integration for servicecatalogueauto-provisioning.The Serviceto-Provisioningo-Customer
process significantly reduces the Readyfor-Service (RFS)timescale and as a direct consequence enables
Communication/Manage&erviceProviderg CSPs/MSPH) reducethe time-to-bill on newly provisionedserviceghus
maximizingevenueswhilst provisioningan automatedrepeatablequality customerserviceexperience.

Disclaimer

Thisdocumentcontainsinformation confidentialand proprietaryto Infosim® Youshallnot discloset in whole or part
to anythird-party or to any of your employeesother than those who havea needto know suchinformation. Youare
not permitted to duplicateor usethis documentfor any purposeother than its intendeduse.

Copyright© Infosin®all rightsreserved
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http://www.infosim.net/products/stablenet-telco.html
http://www.infosim.net/products/stablenet-enterprise.html
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Resources and further Information

Follow the links below for further information about Infosira®d StableNet®.

1. Infosim® Welite: www.infosim.net

2. StableNe®Product Sheets: www.infosim.net/resources/productheets
3. StableNe®Case Studies: www.infosim.net/resources/casstudies

4. StableNe®Industry Repos: www.infosim.net/resources/industryeports
5. StableNe®White Papers: www.infosim.net/resources/whitepapers

6. StableNe®Solution Briefs: www.infosim.net/resources/solutiosbriefs

7. StableNet® Proof of Concept:  www.infosim.net/resources/progbf-concept
8. StableNe®Webinars: www.infosim.net/resources/webinars

9. StableNe®Videos: www.infosim.net/resources/videos

10. StableNe®Request Trial: www.infosim.net/support/trial

For any additional information, demonstrations or webinar requestsw.infosim.net/about/contact

EMEA(Headquarter) AMERICAS APAC

InfosimGmbH& Co.KG Infosim, Inc. InfosimAsiaPacificPte Ltd.
FriedrichBergiusRingl5 3721ExecutiveCenterDrive 8 UbiRoad?2
97076Wirzburg Bldgl1, Suite215 #08-04 Zervex

Germany Audin, Tx78731 408538Singapore
+4993120592200 +15126965711 +6565628286

info@infosim.net info@infosim.net info@asia.infosim.net

www.infosim.net www.infosim.net www.infosim.net
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